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COMPTROLLER GENERAL OF THE UNITED STATCS
WASHINGTON, D.C. 20348
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Chairman, Senate Appropriations Committee
Chairman, House Appropriations Committee

This is our annual report of summaries of GAO conclusions
and recommendations resulting from our audits and other re-
view work in Federal civil departments and agencies which we
believe will be of interest to your Committees in their re-
view of budget requests for fiscal year 1978. Our reports
have previously brought these matters to the attention of the
Congress and departmental officials. We have not included
suggested questioas to be asked in appropriation hearings;
however, we will euggest specific questions on the items
summarized if you desire.

A report of conclusions and recommendations concerning
the Department of Defense is being submitted separately.

We are sending copies of this report to the Federal
civil departments and agencies so they may be in a position
t> answer any inquiries made or these issues during the
appropriation hearings.

Loea 4e .

Comptroller General
of the United States
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AGENCY-WIDE MATTERS AFFECTING APPROPRIATIONS OF

ALu OR _MOST FEDERAL DEPARTMENTS AND AGENCIES

Civil Bervice retirement system cost
estimates are understated

The Civil Service Cocmmission (CSC) estimates th= cost
of the civil service retirement system on a "static" basis.
That is, nc ccnsideration is given to the effect of future
pay increases and annuitv cost-of-living adjustments on
ultimate benefit payments in the cost calculaticns. The
costs associated with proposed retirement legislation are
estimated in the same manner.

Pay and annuity adjustments have occurred frequently
and in large amovnts. . ince 159, Federal white-collar pay
rates have increased 58 nercant and annuity adiustments have
totaied 72 percent. I future increases are ignored in re-
tirement cost calculations, the true cost of the retirement
system under current kenefit provisions as well as cost
estimates of any future retirement lecislation are seriously
understated.

The normal cost of a retirement system is the level
percentage of pay which, invest. % interest, is requiied
to cover the cost of benefits earneu each year. While the
static normal cost of the civil service system is cur-rently
astimated at 13.64 percen% of pay, the Board of Actuaries
of the system ~stimates that normal cost is actually 28.74
percent of pay usiny the very conservative assumptions of
future ‘nnual gencial pay iacreasas of 3 percent and cost-
of-living increases of 4 percent. Since most agencies are
now contsibuiing only 7 percent to the retirement fund in
additior to the employees' 7 percent contributions, the true
cost of agyenty cperations is significant'y understated.

GAO suggest 1 that, until the law is changed to require
cost estimates t¢ be made on a "dynamic" basis, the appro-
priate Commi+*+ees shuuld request CSC to submit cost estimates
of future retirement legislation on a dynamic as well as a
static basis. (FPCD-76-42, Jan. 28, 1976.)

Appropriaticn

All department and agency requests for funds for civil
service retirement system contributions.



Issue for consideration by
the Committees on Appropriations

In the interest of scund fiscal and legislative
decisionmaking, the true cust of accruing retirement benefits
should be fully recognized and reflected in agency budgets.



AGENCY-WIDE MATTERS AFFECTING APPROPRIATIONS OF

ALL OR MOST FEDERAL DEPARTMENTS AND AGENCIES

Computer-related crimes in
Federal programs

Computer systems have added a new dimension for poten-
tial crime. Inforirat.on on computer-related crimes in
Government is difficult tc gather because investigative
agencies do not classify crimes as computer-related. But
GAO did learn of 69 instances of improper use of computers
in Federal programs which caused losses of over $2 million.

Most of the cases GAO examined did not involve techni-
cally sophisticated attempts to defraud with computer tech-
nology. Instead, they were uncomplicated acts which were
made easier through inadequate managment controis.

GAO recommended that the heads of Federal agercies
emphasize management controls in their computer systems,
including:

—-An established system of practices to be followed
for each duty and function of the organizational
element.

<-A system of authorization and record procedures ade-
quate to provide effective accounting control over
assets, liabilities, revenues, and expenses.
(FGMSD-76-27, Apr. 27, 1976.)

Appropriations

Apprcpriations for automated systems (various agencies).

Issue for consideration Ly the
Committees on Appropriations

In appropriating funds for new systems, the Committees
should be certain that the systems are adegquately controlled
to protect public funds.



AGENCY-WTDE MATTERS AFFECTING APPROPRIATIONS OF

ALL OR MOST FEDERAL DEPARTMENTS AND AGENCIES

Further opportunities to improve
radlo spectrum management
in the Federal sector

The radio frequency spectrum is unigue among our
national resources and is probably one of the least under-
stood. Unlike most other natural resources, it can be used
without cost. It can't be depleted through use, but it can
be polluted or misused so as to prevent use by others. As
a national and natural resource, the spectrum is used by the
Government and the private sector in national defense, law
enforcement, travel safety, education, resource management,
entertainment, and for many other purposes. It is also an
international resource that must accommodate all the world's
radio users. (A radio wave, once transmitted, is no re-
spector of national or international boundaries.)

GAO reported on how Federal agencies are managing their
share of the spectrum because it is important to the Govern-
ment and the Nation that the spcctrum be used effectively,
the demand for freguencies is increasing, and there are in-
dications of intensive congestion in certain frequency bands.

A major problem is a lack of spectrum management person-
nel, both in numbers and in competency, needed to effectively
manage the ever-increasing demands upon the finite spectrum
resource. GAO recommended that the Office of Telecommuni-
caticns Policy and the Office of Management and Budget (OMB)
identify and support the level of personnel and funding
needed by agencies to surmount this problem, with particular
emphasis on the needs or the military departments.

The agencies involved generally agreed with the findings
and conclusions. (LCD-74-122, Oct. 21, 1975.)

Appropriations

Military personnel (Army, Navy, Air Force),
Federal personnel (many Federal departments and agencies).

Issue for consideration by the
Committees on Appropriations

Since this problem involves the efficient and effective
management of a national resource which really is inter-~
national in charactor--the committees should ascertain the
extent to which Federal departments and agencies (Army, Navy,
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and Air Force being three of the larger Federa' ‘ers)
have addressnd and are attempting to resolve t... problem.



AGENCY~-WIDE MATTERS AFFECTING APPROPRIATIONS OF

ALL OR MOST FEDERAL DEPARTMENTS AND AGENCIES

Improvements needed in managing automated
decisionmaking by computers throughout
the Federal Government

Computers are especially useful in automating business-
type applications which involve repetitive processing of
large volume of data. GAO reported that Federal agency
computers cause more than 1.7 billion payments and other
actions a year without anybody evaluating whether or not they
are correct. These unreviewed actions include:

-=-Authorizations for payments totaling $26 billion.
~--Bills totaling $10 billion.

--Requisitions, shipping orders, repair sched les,
and disposal orders for material valued z $8
billion.

GAO identified two categories of causes of incorrect
actions by automated decisionmaking applications: (1) 8Soft-
ware problems and (2) data problems. For example:

--One military department incurred $2.2 million in extra
costs because of erroneous computer soft ware.

--Another military agency incurred millio.us of dollars
in unnecessary overhaul of equipment because of soft-.
ware and data problems.

GAO recommended that:

--The Director, Office of Management and Budget, require
that (1) each agency determine whether any of its
computer operations involve automated decisionmaking
applications, (2) the agencies review each operation
to determine whether or not incorrect actions are
being taken as a result of these applications, (3)
agencies take proper steps to insure correct decisions
before initiating new automated decisionmaking appli-
cations, and (4) agencies report on the actions taken
and establish an appropriate mechanism for monitoring.

~--The Secretary of Commerce direct the National Bureau
of Standards to issue technical guidelines for de-
veloping, using, evaluating, documenting, modifying,
and monitoring these applications in the Federal

7



Government.

--The Civil Service Commission add training courses in
automated decisionmaking applications to its curricu-~
lum.

--Agencies' internal audit groups participate in the
design, test, and review of their automated decision-
making applications.

GAO received comments from several agencies agreeing in
principle to the need for increased management attention to
automated decisionmaking applications. (FGMSD-76-5, Apr. 23,
1976.)

Appropriations

National Bureau of Standards appropriations, appropria-
tions for automatic data processing systems (various agen-
cies).

Issues for consideration by
the Committees on Appropriations

~-~Increased management attention to automated decision-
making applications could yield significant savings
to the Government.

~~The Committees may wish to appropriate funds for de-
veloping the recommended technical guidelines by the
National Bureau of Standards.



AGENCY-~WIDE MATTERS AFFECTING APPROPRIATIONS OF

ALL OR MC3T FEDERAL DEPARTMENTS AND AGENCIES

Managers need to provide better
protection for Federal automatic
data processing facilities

Many of the Federal Government's 9,000 computers are
inadequately protected against sabotage, vandalism, terror-
ism, or natural disasters. GAO found the cause to be bad
gsecurity measures and/or recovery procedures for continuity
of operations at a number of Federal computer installations.
These problems made the installations susceptible to cata-
strophic losses caused by bombing, fires, floods, frauds,
thefts, embezzlements, and human ez.ors.

The Office of Management and Budget agreed generally
with GAO's findings but felt that further action was not
warranted at that time. (FGMSD-76-40, May 10, 1976.)

égpropriations

Various appropriations for automatic data processing
(ADP) installations (various agencies).

Issues for consideration by
the Committees on Appropriations

The Committees should question l:rge Federal users of
ADP systems regarding:

--Who is responsible for their computer security.

--Whether or not they use some type of risk management
aporoach when determining security needs.



AGENCY-WIDE MATTERS AFFECTING APPROPRIATIONS OF

ALL OR MOST FEDERAL DEPARTMENTS AND AGENCIES

More improvement needed in equipment
management practices in Government
laboratories

GAO reported to the Congress that although Federal
Property Management Regulations issued by the General ot
Services Administration (GSA) require agencies to make walk-
throughs (periodic inspection tours) at laboratories to
identify idle and unneeded research equipment and to estab--
lish laboratory equipment pools where appropriate; these
techniques were not being used or not being used effectively
to improve equipment utilization. Also, GSA did not have
any procedures for verifying agencies' compliance with its
walk-througl: and equipment pool requirements.

GAO recommended that the Administrator of General
Services issue guidance which should require that each
agency

--establish teams of top management and scientific
personnel to make laboratory walk-throughs and report
their findings to the head of the agency;

--establish laboratory equipment pools or give the head
of the agency written reasons why such pools are n.+
needed;

--prepare an annual report for the agency head on the
use and effectiveness of the pooling of equipment; and

--make periodic independent reviews of walk-through
practices and equipment pool operations, to determine
their effectiveness.

GAO recommended that the Administrator also institute
procedures to insure that agencies are complying with GSA's
walk-through and equipmert pcol policy guidance and that this
guidance is achieving the desired results.

The Administrator agreed to issue an amendment to the
Federal Property Management Regulations requiring action by
agencies on walk-throughs and equipment pools. (PSAD-76-37,
Dec. 3, 1975.)

10



Appropriations

All agencies requesting funds for laboratory equipment.

Issue for consideration by the
Committees on Appropriations

The success of the GAO recommendations depends heavily
.on the agencies responsible for implementing GSA policy
guidance. Therefore, the Committees, in reviewing future
appropriation requests for additional laboratory equipment,
may wish to inquire about actions agencies are taking to
achieve effective use of equipment.

11



AGENCY-WIDE MATTERS AFFECTING APPROPRIATIONS OF

ALL OR MOST FEDERAL DEPARTMENTS AND AGENCIES

Need to better control Federal
white-collar job classifications

In 1974 the Government paid $18 billion in salaries to
1.3 million employees under the General Schedule, its chief
category of whitce-collar workers. In order that these em~
ployees may receive equal pay for equal work, the Government
classifies General Schedule positions according to duties,
responsibilities, and qualifications.

GAO reviewed the Civil Service Cc».: ' sion's adminstra-
tion of the Federal classification pro» « and selected
agencies' administration of their position classification
responsibilities. Weak controls and pressures exerted on
job classifications had resulted in overgraded Federal
positions which increase costs and adve.sely affect employee
morale and productivity.

GAO concluded that top Federal management must make a
commitment to improve job classifications and to organize the
workload cf Federal departments and agencies more economi-
cally. This attitude must permeate all Government echelons.
GAO recommended that the President issue a directive to the
heads of Federal agencies, emphasizing the importance of
position management and classification and the need to de-
velop at all management levels a special, informed interest
in economically structuring work and properly classifying
positions. Agency heads should

~-establish adequate, effective pesition management and
classification systems,

--have managers periodically attend training programs
on position management aad classification,

~-evaluate managers on how well they carry out their
~lussification responsibilities, and

--provide adequate numbers of trained classifiers.
In addition CSC should:
-—-Keep pressure on agencies to establish their own
personnel management evaluation systems, assess the

adequancy of such systems, and require improvement
where necessary.

12



--Monitor the effectiveness of actions being taken to
improve CSC's own evaluations of agencies' classifi-
catioris. Effective evaluations shculd include identi-
fying overgrading, determining the underlying causes
of classification errors, taking firm stands on
issues, making prompt followup on agency corrective
actions, and, when necessary, certifying positions or
revoking classification authority.

--Implement the plan to update classification standards
and follow it with a timely and well-controlled re-
view cycle to insure that standards are kept current.

On May 27, 1976, tha President issued a memorandum
calling upon agency and department heads to reexamine their
position management and classification systems to ensure
effective operations and full compliance with applicable
laws and regulations. Agency heads were instructed to report
to CSC actions taken and the results of those actions. At
the same time, CSC would vigorously evalua*te agency clagsi-
fication performance and bring abcut corrective action.
(FPCD-75-137, Dec. 4, 1975.)

Appropriation

Request for funds for salaries and expenses from all
departments and agencies having employees paid under the
General Schedule.

Issues to be considered by
the Commitiees on Appropriations

1. Departments and agencies should establish effective
position management and classification systems, train
and evaluate managers in classification, provide
adequate numbers of trained classifiers, and have
adequate personnel management evaluation systems.

2. CSC should keep pressure on agencies to insure
effective personnel management evaluations, make sure
that actions taken to improve CST's own evaluations
are effective, and update classification standards.

13



AGENCY-WIDE MATTERS AFFECTING APPROPRIATIONS OF

LLL OR MOST FEDERAL DEPARTMENTS AND AGENCIES

Need to reduce funding uncertainties
associated with Federal assistance programs

GAO reported to the Congress that State and local govern-
ments have substantial problems iJdentifying, obtaining, and
using Federal assistance. Becaur.e of funding uncertainties,
available assistance is often lrarned of too late or offered
under time constraints which sometimes prevent State and
local governments from taking advantage of it.

Delays in notifications and allocations of funds to
State and local governments and other grantees can also lead
to poor planning, projram delays, ard waste in the adminis-
tration of Federal assistance programs. Such delays can
also adverscly affect Federal agencies' ability to plan and
implement programs.

GAO recommended that the Congress, to relieve the time
pressure on its deliberations and to eliminate funding un-
certainties ressulting from delays in the passage of authori-
zation and appropriation bills, consider greater use of (1)
advance funding and (2) authorizations and appropriations
covering more than 1 fiscal year. GAO added that, because
these measures would tend to restrict budget flexibility and
the Congress' ability tc respond to changing national priori-
ties and economic conditions, they should be considered
primerily for those Federal programg and activities, includ-
ing grants-in-aid to State and local governments, for which
firm planning before the beginning of the appropriation year
is a major factor in successful execution. (GGD~75-75, Aug.
19, 1975.) :

Appropriations

Various agency appropriations.

Issues for consideration by the
Committees. on Appropriztions

The use of advance funding and authorizations and appro-
priations covering more than 1 fiscal year should be consi-
dered case by case, weighing their restrictive effect on the
flexibility of Federal fiscal policy against recipients' need

for greater certainty about future funding levels of Federal
assistance.

14



AGENCY-WIDE MATTERS AFFECTING APPROPRIATIONS OF

ALL OR MOST FEDERAL DEPARTMENTS AND AGENCIES

Opportunities for reducing
office copier costs in
multiagency Federal buildings

Agencies in multiagency Federa” buildings generally
obtain office copiers independently of other building oc- :-
pants. As a result, copier costs are increased and copiers
are not effectively used. General Services Administration
Figures show that costs for acquiring office copiers and
related supplies have incr:ased from $3€ million in 1964 to
$139 million in 1974,

GAO reported to the Administrator of General Services
that centralized management of office copiers in multiagency
Federal buildings could reduce costs by identifying copier
needs for an entire building and determining the best method
of fulfilling these needs. GAO recommended that the Adminis-
tration initiate a test program for centralized management
of copiers in one or more multiagency Federal buildings and
include copiers in its program for providing common services
in such buildings.

The Administration endorses the idea of centrally man-
aging office copiers and agreed to initiate a test program.
However, it believes agencies' desire to maintain their in-
dependence under traditional self-supporting arrangementis
will result in enforcement problems requiring support from
the Office of Management and Budget, Joint Committee on
Printing, and heads of Federal Agencies. (LCD-76-109,

Mar. 9, 1976.)

Appropriations

GSA, Federal Supply Service, working capital Zund.
Army, Navy, and Air Force, operation and maintenance.
All departments and agencies, operating expenses.

Issues for consideration by
the Committees on Appropriations

The Federal Supply Service Working Capital Fund, which
is reimbursed by agencies for printing and duplicating serv-
ices, will be used by the Administration for its test pro-
gram of centralized copier services. Additional spending

15



for copier leases or purchases and related supplies and
services will be reflected in this fund. If the test re-
sults in a program for centralized copier services, then
agencies' funding requests for copier supplies and leases or
purchases of copiers should decrease significantly.

16



AGENCY-WIDE MATTERS AFFECTING APPROPRIATIONS OF

ALL OR MOST FEDERAL DEPARTMENTS AND AGENCIES

Opportunity for saving large
sums in acquiring computer systems
under Federal grant programs

It is important that Federal managers make sure grantees
follow businesslike procedures in acquiring computers for
grant programs. Although Federal instructions and procedures
exist, they need to be extended to require grantees to con-
sider ail reasonable alternatives in acquisition, whether by
lease, purchase, or other methods.

GAO recommended that the Office of Management and Bud-
get strengthen its policy encouraging joint use of equipment
by requiring grantees and Federal grantor agencies (o eval-
uate costs and benefits of sharing where possible. 3AO re-
commended that the Admiiistrator of General Services:

~-Adopt followup procedures to insure that Federal
agencies uniformly implement OMB and General Scrvices
Administration instructions and that grantees comply
with themn.

--Issue instructions requiring Federal agencies to in-
sure that grantees make hardware requirements studies
which include performance evaluations of existing
equipment.

—--Strengthen existing ‘nstructions to require grantees
to consider all potertial sources of supplying equip-
ment.

--Work with OMB to establish procedures allowing grantor
agencies to use the Federal Automatic Data Processing
Fund to purchase computer equipment for use by gran-
tees wher purchasing is advantageous and other funds
are unavallable.

Both OMB and GSA agreed with GAO's recommendations.

However, OMB wanted to guard against overregulating State and
local managers. (FGMSD-75-34, July 24, 1975.)
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Appropriations

Various agencies, various appropriations for grant
programs.

Issues for consideration by
the Committes on Appropriations

1. Better business practices by grantees could mean
more ecoriomy in grant programs and could reduce
the need for additional computer hardware.

2. Use of the Federal Automatic Data Processing Fund
could also reduce expenditures under grants, and
ecuipment purchased using Federal funds woqld remain
Federal property.
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